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1. MACIIOPT PABOYE# ITPOTPAMMBbI TIPO®ECCUOHAJIBHOTO
MOJYJISA

1.1. O6s1acTh npuMeHeHus1 padoveil NPOrpaMmbl

Pabouas mporpamma nOpo@ECcCUOHATIBHOTO MOIYJSL  SBJSETCS YacTbhiO
MPOTrpaMMBbl TMOJATOTOBKH CIICIIHAIIMCTOB CpeaHEro 3BeHa B cooTBeTcTBHH ¢ PI'OC
CIIO mo cnemuansHoctu 09.02.06 Cemesoe u cucmemuoe AOMUHUCMPUPOBAHUE
(6azo6as noo2omoseka) B 4acTH OCBOCHHMS OCHOBHOTO Buja jaestenbHocTH (OBJI):
BrimontHeHrE  pabOT 1O TPOSKTUPOBAHUIO CETEBOW  HMHQPACTPYKTYPHI u
dbopmupoBanus ciaenyromux obmmx komnereHuuid (OK) u mpodeccroHambHbIX
kommneteHiui (I11K):

1.1.1. Ilepeyenpb 0OIMMX KOMIETESHIIUMA

Kon HaumenoBanue 001X KOMIIETEHIIMIA

OK 01. | Beibupats ciocoOsl pemeHus 3agad npodecCuOHaIbHOM JesITeNIbHOCTH,
NPUMEHUTENBHO K PA3JIMYHBIM KOHTEKCTaM.

OK 02. | OcymecTBisATh MOMUCK, AaHaIUM3 MW MHTEpPIpEeTanuo HH(opManuw,
HEOOXOAMMOW  JUIsl  BBINOJAHEHUS  3a7a4  Npo¢ecCUOHATbHOU
JESATEIbHOCTH.

OK 03. |IlmanupoBaTh M peaIu30BbIBaTH COOCTBEHHOE MpOo(ecCHOHaNbHOE U
JIMYHOCTHOE PA3BUTHE.

OK 04. | Paborath B KOJUIEKTUBE M KOMaHJE, 3((HEKTUBHO B3aUMOJICHCTBOBAThH C
KOJIJIEraMU, PYKOBOJICTBOM, KJIMEHTAMM.

OK 05. | OcymecTBisiTh  yCTHYHO W TNUCbBbMEHHYK)  KOMMYHHUKAIlMKO  Ha
rOCYJapCTBEHHOM SI3bIKE C YYETOM OCOOEHHOCTEH COLUAIbHOTO H
KYJBTYPHOTO KOHTEKCTA.

OK 06. | IIposBAATE TpaKIaHCKO-NATPUOTHYECKYIO IO3UIUI0, JEMOHCTPUPOBATH
OCO3HAaHHOE TMOBEJICHUE HAa OCHOBE TPAJAULIMOHHBIX OOIIEUETIOBEYECKUX
LIEHHOCTEM, IPUMEHSTh CTaH1apThl aHTUKOPPYILIIMOHHOTO OBEACHMUS.

OK 07. | ConeiicTBOBaTh COXPaHEHUIO OKpY’Karolen cpenpl,
pecypcocbOepexxennio, S(MQPEKTUBHO JEHCTBOBATh B  YPE3BBIUYAMHBIX
CUTYaITUsIX.

OK 08. | Mcnonb3oBaTh cpenctBa (PU3MYECKON KyJNbTYpPhl [JISi COXpaHEHUS U
YKpPEIUIEHUS 310pOBbs B Ipoliecce MPOPECCUOHANBHON IEATEIBHOCTH U
nojJiep>kaHue He0OX0IMMOTO YPOBHS (PU3NYECKON NOJITOTOBIEHHOCTH.

OK 09. | Wcnonb3oBaTh WMH(OpPMAIMOHHBIE TEXHOJOTMH B MPOQECCHOHATBHON
JESATEIbHOCTH.

OK 10. | ITonp3oBatbes mpodeccnoHalbHOM TOKyMEHTalueld Ha TOCYJapCTBEHHOM
Y UHOCTPAHHOM $I3bIKaX.

OK 11. | Wcnonb3oBaTh 3HaHUS 1O ()MHAHCOBOM TPAaMOTHOCTH, TUIAHUPOBATH
MPEANPUHUMATEIHECKYIO IEATeILHOCTH B TPO(ecCroHabHOM cdepe.

1.1.2. Tlepeuens nmpodeccroHaTIbHBIX KOMITETCHITUN



HanMeHoBaHHe BHIOB 1eATEIbHOCTH U IPO(PeCCHOHAIBHBIX
KOMIIEeTEeHI M

B/I 2. Opeanuzayus cemego2o aOMUHUCMPUPOBAHUSL

I[IK2.1. |AIMMHUCTPHUPOBATH JIOKAJIBHBIE BBIYUCIMUTEIBHBIE CETH U NPUHUMATh

MeEpbI 10 YCTPAHEHUIO BO3MOKHBIX COOEB.

[1K 2.2. |AIMHUHHCTPHUPOBATH CETEBbIE PECYPCHl B MH(OPMAIIMOHHBIX CUCTEMaX.

I1K 2.3. |O6ecmeunBath cOOp JAaHHBIX TSI AHAJIA3A UCTIOIL30BAHMS U

(YHKIIMOHUPOBAHUS IPOTPAMMHO-TEXHUYECKIX CPEJICTB

KOMIIBIOTEPHBIX CETEN

[1K 2.4.  [B3auMoaeicTBOBATh CO CHENUAINCTAMHU CMEKHOTO MPOPUIISA IIPU

pa3paboTKe METOAOB, CPEJICTB U TEXHOJOTUH PUMEHEHUS OOBEKTOB

npo(hecCUOHATIBHOM JeSTENbHOCTH.

Kon

1.2. Heaun u 3agaunm Npo@ecCHOHAIBHOIO0 MOAYJSA — TPeOOBAHUA K
pe3yJibTaTaM 0CBOEHHS NMPO(eCCHOHATBHOT0 MOXYJIS
C uenpr0 OBIAJICHHS YKAa3aHHbIM OCHOBHBIM BHJIOM JAESTEIBHOCTH U
OTBETCTBYIOIIMMU OOIIMMH U MPO(HeCCUOHATBHBIMU KOMITETEHIIUSIMU 00YyYaromuics
B X0/JIe OCBOCHHS TPO(HECCUOHATEHOTO MOJTYJISI IOJKEH:
UMETh MPAKTUYECKUH OMBIT B:
- YCTaHOBKE, HACTPOMKE U COMPOBOXKIECHUH, KOHTPOJIE UCIIOIb30BaHUS CEpBEpa
1 pabouux CTaHIMM A Oe3omacHol nepeaaur HHGOpPMaIIUU.
YMETh:
- QJIMUHUCTPUPOBATD JIOKAJIbHBIEC BBIUHUCIUTEIBLHBIC CETH,
- IPUHUMATh MEPHI M0 YCTPAHEHUIO BO3MOXKHBIX COOEB;
- obecrieuyuBaTh 3alIUTy MpU  TOAKIIOYEHUH K  HWHGOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTn "MHTepHeT".
3HATh:
- OCHOBHBIE HAPaBJIEHUS aIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH;
- YTWINTHI, GYHKIUH, YIAJTIEHHOE YIIPABIEHUE CEPBEPOM;
- TEXHOJIOTHIO 0e30macHOCTH, MIPOTOKOJIOB aBTOpU3AIlUU,
KOH(DUICHIIUATLHOCTH 1 0€30MaCHOCTHU MPU PaboTe C CETEBBIMU peCypcamu.

1.3. KouunyecrBo 4YacoB Ha  oOcBOeHHe padoyeld  MPOrpaMmbl
Npo¢ecCHOHATBHOI0 MOIYJIA:
O6bem 00pa3oBaTENBHON MPOrpaMMbl 00ydarolierocs: 726 4aco, B TOM YHCIIE:

obsazamenvras yacmos - 594 yaca,
eapuamusHas yacms - 132 yaca.
VYBenuueHne KoJMUeCTBa dYacoB paboueld mporpaMMbl 3a CYET 4YacoB
BapUATMBHOW YaCcTH HAMNpPABJICHO Ha yenybienue oObEeMa 3HAHUA TIO pas3feiam
MIPOTPAMMBI.

O06BeM 00pa3oBaTeIbHON MPOTrpaMMBbl 00y4arolerocs: 726 4acos.
N3 Hux:
Ha ocBoenue MJIK.02.01 — 214 gacoB, BKkirouas



KOHCYJIbTaIMIo — 4 yaca;
IPOMEKYTOUHYIO aTTECTAIIMIO — K3aMeH 8 4acoB;
CaMOCTOSTENIbHYIO paboTy o0ydaromerocsi — 2 gaca.

Ha ocBoeHrue MJIK.02.02 — 94 gaca, Bkirodas
KOHCYJIBTAIIMIO — 2 Jaca,
IIPOMEKYTOUHYIO aTTECTAIINIO0 — DK3aMEH 8 YacoB;

Ha ocBoerue MJIK.02.03 — 160 gacos, BkItouas
KOHCYJIBTALUIO — 2 4Yaca,
MIPOMEKYTOUHYIO aTTECTAIINIO0 — DK3aMEH 8 YacoB;

Ha y4eOHy10 npakTuky — 108 vacos;
Ha IPOU3BOJICTBEHHYIO MpakTUKy — 144 yaca;
Ok3aMeH (KBaTM(PUKAIMOHHBIN) — 6 yacos.



2. PE3YJIBTATBI OCBOEHMUSA INTPOPECCUOHAJIBHOT'O MOAYJIA

PesynbpraroM OCBOCHHs paboueil MmporpaMMbl MPOo(ecCHOHATEHOTO MOIYJIS
ABJIIETCSl OBJIQZIeHUE OOYy4YaloIIMMHCS OCHOBHBIM BUJOM nearenbHocTd (OBJI):
OpraHuzaiusi CETeBOr0 aAMUHUCTPUPOBAHUSA, B TOM 4YHCIE MpodhecCHuOHATbHBIMU
(ITK) u o6uumu (OK) koMmeTeHIusIMHU:

Kon HanmenoBaHue pe3yiabTaTra 00y4eHHs

[IK 2.1. | AAIMMHUCTPUPOBATH JIOKAJIbHBIE BEIYUCIUTEIbHBIE CETU U TPUHUMATh
MEpBI [0 YCTPAHEHHUIO BO3MOXKHBIX COOEB.

[IK 2.2. | AIMUHUCTPHUPOBATH CETEBBIE PECYPCHI B MH(OPMALIMOHHBIX CHCTEMAX.

I[IK 2.3. | OGecneunBath cOOp MJaHHBIX JJIA aHalW3a MCIOJB30BAHUS U
(GYHKIIMOHUPOBAHUS IIPOTrPaAMMHO-TEXHUYECKHUX CpEICTB
KOMITBIOTEPHBIX CETEU

[IK 2.4. | BaumozeicTBOBaTh CO CHEUUAIMCTaMU CMEXKHOro mpoduis mpu
pa3paboTKe METOAOB, CPEICTB U TEXHOJIOTMHA NPUMEHEHUs OOBEKTOB
poheCCUOHAIBHON JIEATEIIbHOCTH.

OK 01. | BeiOupats ciocoObl pemieHus 3a1a4 npopecCuoHaIbHON NeATENbHOCTH,
IPUMEHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM

OK 02. | OcyuiecTBasTh NOUCK, aHAIM3 U HHTEPIIPETALMIO HH(OpMaLUH,
HEOOXOMMOM I BBIIOJHEHUS 3a1a4 IPOo(eCCUOHATILHON
JEATEIbHOCTH

OK 03. | [ImanupoBaTh M peaqn30BbIBaTh COOCTBEHHOE MPOPECCHOHAIBHOE U
JUYHOCTHOE PA3BUTHE.

OK 04. | PaboTaTh B KOJUIEKTUBE U KOMaHE, 3(P(PEKTUBHO B3aUMOICHCTBOBATH C
KOJUIETaMU, PYKOBOJCTBOM, KJIMEHTaMHU.

OK 05. | OcymiecTBasTh YCTHYIO U MUCbMEHHYIO KOMMYHHUKAILIUIO Ha
rOCYAapCTBEHHOM fA3BIKE C YYETOM OCOOEHHOCTEN COIMAIBHOIO U
KYJIbTYPHOTO KOHTEKCTA.

OK 06. | [IposiBIATH rpakIaHCKO-MATPUOTHUYECKYIO TTO3UIIUIO, JEMOHCTPUPOBATH
OCO3HAaHHOE MMOBEJCHUE Ha OCHOBE TPAJUIMOHHBIX OOIEYEIOBEYECKIX
LEHHOCTEM, IPUMEHATh CTAHIAPThl AHTUKOPPYILIMOHHOTO TTOBEACHMUS.

OK 07. | ConelicTBOBAaTh COXPAHEHUIO OKPYKAIOLIEH CPEJIbI,
pecypcocoepexkennto, 3pPEeKTUBHO ACHCTBOBATH B YPE3BbIUYAHHBIX
CUTYaLHSIX.

OK 08. | Ucnonw3oBath cpeacTBa GU3HUECKONU KYIbTYPHI I COXPAaHEHUS U
YKpEeIUIEHUS 3J0POBbs B Mpoliecce MpodeccnoHalIbHOMN eATEeNbHOCTH U
noJiiepKaHnue He0OX0IMMOTO YPOBHSI (PU3MUECKON MOATOTOBJIEHHOCTH.

OK 09. | Ucnonbs3zoBath HHPOPMALIMOHHBIE TEXHOJIOTHH B IPO(HECCUOHATBHOM
NEeSATEITbHOCTH

OK 10. | ITonp3oBaThcs npodecCuoHaNbHOM JOKYMEHTAlUEeH Ha
rOCYAapCTBEHHOM U MHOCTPAHHOM SI3BIKE.

OK 11. | Hcnonws3oBarh 3HaHUA MO (PUHAHCOBOW TIPaMOTHOCTH, IJIAHUPOBATH




NPEANPUHUMATENBCKYIO IEATEIbHOCTh B IpO(eccroHanbHoi chepe.




3. CTPYKTYPA U COAEP KAHUE ITPOPECCHUOHAJIBHOI'O MOAYJIA
3.1. CTpykrypa npogecCHOHAJIBHOI0 MORYJIA

O6beM mpodheCCHOHANBHOTO MOIYJIS, dac.

Pabora oOyyaromuxcst BO B3aUMOACHCTBHH C MTPENoJaBaTeieM
Konabt HanmeHnoBanus CymmapH OGyuerme o MJIK
npodeccuoHab paszuenoB Bl 00BEM B ToM QHCIIe
HBIX npo(heCCHOHANBHO | HArPY3KH Koncynpr
P PY3KH | Beer [ JlaGopatopu elIbHast Hast
KOMIIETCHLINIA o0 MOJYJIst yac. KypcoBsix Vuebias IIpousBoacTeeH pabota anuu aTTeCTAIHS

0 BIX U
paboT Hast
MPaKTHIECKU
(poexToB)

X 3aHATUH

IpaxTukn CamocTosT [TpomesxyTou

1 2 3 4 5 6 7 8 9 10 11

K 2.1 - 2.4; MJK.02.01

OK 01 -11; AJIMUHHCTPUPOBA
HHe CeTeBbIX
OnepanuoOHHBIX
CUCTEM

Paznen 1.
AMUHHCTPHPOBA
HHE CETEBBIX
OTIEePaLMOHHBIX
CHUCTEM

214 200 92 2 4 8

TIK 2.1 - 2.4, MIK.02.02
OKO01-11; IIporpammuoe
o0ecneueHue
KOMIIbIOTEPHBIX
cereii

Paznen 2.
IIporpammHuoe
obecrnieyenue
KOMITBIOTEPHBIX
ceTen

9 84 38 2 8

MK 2.1 -2.4; MJIK.02.03
OKO01-11; Opraamzanus
aIMMHHUCTPHPOBA 160 150 70 30 2 8
HUSL
KOMIIbIOTEPHBIX




CHCTEM
Paznen 3.
Opranm3anus
aJMUHHUCTPUPOBAH
1Sl KOMITBEOTEPHBIX
CUCTEM

TIK 2.1 -2.4; VYyeOnas
OKO01-11; IIPaKTHKA, 4aCOB 108 108
11K 2.1 - 2.4, [IpousBoacTBEHHA
OKO01-11; s IpaKTHKa (110
podUIIIo 144 144
CITCIIHATILHOCTH ),
4acoB
K 2.1 -2.4; JK3aMeH 6
OKO0I - 11; (xBaauuKaAIMOH 6
HbIi)
Bcero: 726 434 200 30 108 144 30
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3.2. Conep:xxanue 00yueHusi 1o NpoheccHoOHATIBLHOMY MOTYJII0

HaumeHoBaHue pa3iesioB U
TeM NPOo(PecCHOHAIBHOI0

Conep:xanue yueOHOro MaTepuaa,

O0bém B
moayas (IIM), JadopaTopHble padoThHI M MPAKTHYECKHE 3aHATHS, CAMOCTONITeIbHAN YueOHasi paboTa 00y4aromuxcs, yacax
MEKINCIHTLTHHAPHBIX KypcoBas padoTta (IpOeKT) (eciu npedycmompeHul)
kypcoB (MJIK)
1 2 3

MJK.02.01 AxMUHHCTPHPOBaHHe CeTeBbIX ONEPAUOHHBIX CHCTEM 214
Pasznen 1. AITMUHHCTPUPOBAaHME CETEBbIX ONEPALMOHHBIX CHCTEM 200
Tema 1.1. YcTanoBka n Coaepxanue 32

HacTpoiika Windows Server
2012 R2

1

PasBeproiBanue u ynpanjaenue Windows Server 2012 R2

00630p Windows Server 2012R2. YcranoBka Windows Server 2012R2. Hactpoiika Windows Server
2012R2 mocne ycranoBku. O630p 3amau no ympasinenuto Windows Server 2012R2. Beenenne 8 Windows
PowerShell

Beenenue B 1omenHble cepuchl Caryx0b1 Katasora
Beenenne 8 AD DS. O630p ¢yHKIMIT KOHTpOJUIEpa JoMeHa. Y CTaHOBKA KOHTpOJIIepa JoOMeHa

Ynpagiienne o0bexkTaMu J0MeHHBIX cry:k0 Ciryx0b1 KaTasora
VYhpasneHue Y4YETHBIMH 3alMCSIMH I10Jb30BaTeI€il. YIpaBlI€HUE TPYNIaMH. YIPABICHUE YYETHBIMU
3alUCAMH KOMIBIOTEPOB. [lenernpoBanne aAIMMHUCTPATUBHBIX 33/1a4

ABTOMaTH3a1Msl AIMUHHCTPUPOBAHUs AOMEeHHBIX c1yk0 Ciy:xk0b1 KaTanora

Hcnonbs3oBaHue CpeCTB KOMaHIHOM CTPOKH Juis agMuuuctpupoBanust AD DS. Hcnons3oBanne Windows
PowerShell mns  agmuauctpupoBanuss AD DS. Tlpou3BeneHne MHOKECTBEHHBIX —OIepanuid ¢
nucnonbs3zoBanrem Windows PowerShell.

IIpumenenue nporoxona DHCP
Ycranoska poian DHCP cepsep. Hactpotika DHCP obnacteit. Yrpasnenue 6a3oii manasix DHCP. 3amura
u Mmouutopuar DHCP

IIpumenenue DNS
[Iponecc pazpemenus: umeH B Windows. YcraHoBka cepBepa DNS. Ynpasnenue 3onamu DNS

IIprMeHeHMe JTOKAJIBHOTO XPAHUJIMINA JAHHBIX
O0630p METOJOB XpaHEHHWS JAaHHBIX. YTpPaBICHUE IUCKAMU M TOMaMH. VICIONb30BaHWE MPOCTPAHCTB
XpaHEHHUS

IIpumenenue (aiiyioBoii ciry:k0bI U CJTyKObI IeYaTH
3ammra ¢aitioB u manok. 3anmTa ManoK CpeJacTBaMu TEHEBOTO KonnpoBaHusa. HacTpoiika Pabounx marmok.
Hactpoiika ceTeBoil meuatu

IIpuMeHeHHe rPYNIIOBOMH MOJHTHKH

11




0O0630p rpymnmoBod monutuku. OOpaboTKa TPYNIOBBIX NOJMUTHK. [IpHMeHEeHHE IEHTPaIM30BaHHOTO
XpaHWIUIIA AJIMHHUCTPATHBHBIX NIA0JIOHOB

10 |3ammTa cepBepoB Windows npuMeHeHHeM 00beKTOB IPYNNOBOii MOJTUTHKH

O030p Oe3omacHocTH omepauuoHHBIX cucteM Windows. Hacrpoiika mnapameTpoB 0e30MacHOCTH.
Orpanunuenue npukiaaaoro [10. Hacrpotika Opanamayspa Windows ¢ paciiupeHHOH 6€301MacHOCTHIO

11 IIpumenenue cepBepHoii BupTyaauzauuu ¢ Hyper-V

O0630p TtexHonormii Buptyanusanuu. [IpumenenuneHyper-V. VYmpaBineHue XpaHWIHIIEM BUPTYalbHBIX
MaIliH. YTIPaBICHUE BUPTYAJIbHBIMU CETSIMU

Tema 1.2. Conep:xanue 144
AJMUHHCTPHUPOBAaHUE 1 Hacrtpoiika u ycTpaHeHne HenmoJIaaok ciay:k0b1 DNS
Windows Server 2012 R2 Hacrpoiika cepsepHoii ponu DNS. Hactpoiika 300 DNS. Hactpoiika nepenaun 3061 DNS. Ynpasnenue
ciy k00t DNS u ycTpaHeHue Heronagok
2 Hoanepskka noMmeHHbIX ciayx0 Cay:xx0b1 Karanora

O630p AD DS. Hcnonb3oBaHue BHPTYaJIM3HMPOBAHHBIX KOHTPOJUIEPOB JoMeHa. IlpuMeHeHue
KOHTPOJIEpOB JOMEeHa ¢ jgoctynoM Toinbko Ha ureHue (RODC). AnmunuctpupoBanue AD DS.
Ympasnenue 60azoit nanasix AD DS

3 Ynpagiienne noJib30BaTeIbCKMMH H CJIYKEOHBIMH YYeTHBIMH 3allMCAMH

Hactpoiika [lomutuku naponeit u [lomutruku 6;10kupoBKH yueTHOH 3anucu. HacTpoiika YipasnseMoit
CITy’keOHOU yJeTHO! 3aIucu

4 Bueapenne uappacTpykrypsl I'pynnoBbix NOJIUTHK

O030p [pymmoBoii monutuku. BHenpenue u agMUHUCTpHpoBaHUE [pynmoBbIX mOMUTHK. OONacTbh
JEHCTBUS U TIOPSIIOK 00paboTku ['pyNIoOBBIX MOMUTHK. YCTpaHEHHE HEMOJIJI0K MPUMEHEHHs [ pynmoBbIxX
TOJINTHK

5 Ynpagiienue moJab30BaTe/ibCKMM pado4uM cT0JI0M Yepe3 ['pynnoByro noJinTuky

[Mpumenenne AJMHHUCTPATUBHBIX MIa0JIOHOB. HacTpoiika MpUMEHEHHs CKPHIITOB M IEpeHaNpaBICHUS
nanok. Hacrpoiika npennourenuii B ['pynmoBoil moimTrke. YTpaBieHHe MPOrpaMMHBIM OOecTiedeHueM
yepe3 [pynnoByro NOIUTUKY

6 YcranoBka, HacTpoiika U ycTpaHeHHe HenoJiagok poaun Cepsep CeTeBoii OJUTHKH.

VYcranoBka u Hactpoiika ponu Cepsep CereBoit mommtuku. Hactpoiika kimneHToB U cepBepoB RADIUS.
MeTtopl IPOBEPKH NMOATHMHHOCTH cepBepa CeTeBOoN MOJUTHKH. MOHUTOPHHT M yCTpaHEHHE HEIOJIAA0K
ponu CepBep CeTeBOl MOJIUTUKHI

7 IIpuMeHeHHe 3a1MTHI AOCTYNA K CETH

00630p 3amuTs! 1octyma k ceta (NAP). O0630p mporiecca mpuMEHEHHS 3alTUThI TOCTYIa K ceTH. HacTpoiika
NAP. Hactpoiika npumenennss NAP uyepe3 npunynutensHbeie [PSec B3aumoneicTBus. MOHUTOPHHT H
ycTpanenue Henonanaok NAP

8 Hcnonb3oBanue yIaaeHHOro J0CTyIa

O030p TEXHOJIOTHH YAAJCHHOTO JOCTyma. BHempenume texHosorum DirectAccess ¢ TMOMOIIBIO MacTepa




HaYaIbHOW HAcTpoWku. BHenpeHwe U ymnpaBieHHE pacHMpeHHON wuHGpacTpykTypoit DirectAccess.
Brenpenne VPN. Baenpeane Web Application Proxy

9 OnTumuzauus ¢aiijioBbIX CEPBUCOB
00630p aucrerdepa pecypcoB daitmoBoro cepBepa — FSRM. Hcnonb3oBanne FSRM s ympaeneHus
KBOTaMH, (aiIOBBIM DKpaHHMPOBaHHMEM MW OTYETAMH MO HCIIOJIB30BaHMIO XpaHwiuiia. [IpumeneHue
kiaccudukarnym (HaiaoB U 3a7ad 1o yrpasieHuto ¢ainamu. O030p pacupeneneHHON (ailloBOH CHCTEMBI
DFS. Hacrpoiika umenoBanHoro npoctpanctsa DFS. Hactpoiika u ycTpaHeHHe HENONAJO0K pPEIUIHKAIAN
DFS

10 |Hacrpoiika mu¢poBaHus U pacIIMPeHHOT0 ayANTa
[udposanne mucko c¢ ucnombzoBaHueMm BitLocker. llludposanne ¢aiinos ¢ ucmonp3zoBanmem EFS.
Hactpotlika pacimpeHHOro aymra.

11 Pa3BepThiBaHUEe U MOIEPKKA CEPBEPHBIX 00pa30B
0O0630p ciyx0b1 pa3BepThiBanmst Windows. Ympasnernme oOpasamu. [IpuMmeHeHHe pa3BepTHIBAaHUS C
MTOMOIIIBIO CITYKO0BI pazBepThiBaHuss Windows. A IMUHHCTpHpOBaHHE CIIyKObI pa3BepTeiBanus Windows.

12 | BueapeHue ynpaBjieHHs1 00HOBJIEHUAMHU
0630p WSUS. Pa3BepTriBanue o0HOBICHMI ocpeactBoM WSUS

13 | Mounutopunr Windows Server 2012

CpenctBa MoHuTOpHHTa. lcnonb3oBanue MOHUTOpa MPOU3BOAUTENLHOCTH. MOHHTOPHHT >KYpPHAIOB
COOBITUH.

B ToM umncie NMPAKTHYCCKUX 3aHATHI

Hacrpoiika u yctpaHeHre Henosiaaok ciyx0os1 DNS

Iopnepxxka ADDS

anaBneHHe IIOJIB30BAaTCIIbCKMMHU U CJ'Iy)Ke6HLIMPI YUYCTHBIMHU 3aITUCIMU

Bueapenne nHbpacTpyKTyphl [ pyNMOBBIX MOJUTHK

YnpasieHue 1ojb30BaTeIbCKUM pabouuM CTOJIOM Yepe3 [ pynmnoByIo MONUTHKY

YcranoBka u Hactpoiika ponu Cepsep CeTeBoil OINTHKU

HpI/IMeHeHI/Ie 3aIlMUThI JOCTYIIa K CCTU

0[N N[~ ||~

Bueapenne Texnonoruu DirectAccess ¢ TOMOIIbIO MacTepa Ha4aIbHOW HACTPONKH

el

PaspepTrIBaHue pacmiupeHHOM nHppacTpykTyphl DirectAccess

—_
o

Bueapenue VPN

—
—

Bueapenne Web Application Proxy

—
(\]

Hactpoiika Kot u ¢aiinoBoro skpanuposanust B FSRM

—
W

IIpumenenne DFS

,_.
o

Hactpolika mudpoBanus u pacIIupeHHOTo ayanTa

—_
9]

Wcnonp3oBanue ciryx0b1 pazBepToiBanust Windows 1iist pazBepteiBanust WindowsServer 2012

—_
@)}

Brenpenne ynpasieHnss 0OHOBICHISIMH

92
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17 | Momnutopunr WindowsServer 2012

Tema 1.3. OcHoBblI Linux. Conep:xanue 24
1 |BBeaenue
Beenenne B nucumummay. 3HakoMcTBo ¢ VM Ware vSphere.
2 | Maiigoseie cuctembl OC Linux
®aiinossle cuctemsl OC Linux. Co3manne 1 pa3MeTKa JKECTKOTO AFCKa
3 |IloaroroBka cepsepa OC Linux
BapuanTsl yctanoBku. PezepBHoe konupoBaHue. Co3jaHne CHUMKOB. Pa3zMeTKa jKeCTKOTo ANCKA.
4 |Hacrtpoiika web-cepsepoB B OC Linux
ITporoxon HTTP. Be6-cepBep Nginx. O6patHoe nmpokcupoBaHue B Nginx.
5 |Hactpoiika cepepa DNS B OC Linux
ITpotokon DNS
6 |Hacrpoiika ceppepa DHCP B OC Linux
IIporokon DHCP
7 | Hactpoiika (paiigoBbix cepBepoB B OC Linux
ITporokon FTP. daitnopast cuctema NFS. daiinosiii cepeep Samba.
8 |Hactpoiika cepBepoB B/ B OC Linux
CYBJ MySQL. CYBJl MongoDB
9 | KonTeiineps! Docker
Konreitneps! Docker.CriocoOrbl cBsizu koHTeliHepoB Docker.
10 |[IpoexTHpoBanue
IIpoextupoBanue. Beenenne. Ananus tpeboBanmii. Peanmsanus cucremsl. CocTaBlieHHE TOKYMEHTAIUH
KoncyabTamus 4
IIpome:xxyTouHasi aTTeCTALUSA 8
CamocTtosiTeqibHasi paGoTa CTYAEHTOB: 2
1. CucremaTtnueckas nmpopabdOTKa KOHCIIEKTOB 3aHATHH, yIeOHON U CIICIUAIIEHON TEXHUYECKOU JTUTEPATYPHI.
2. KoHcnektupoBaHue TekcTa, paboTa Co CIOBapsSMU M CIPABOYHUKAMH, 03HAKOMIICHHE C HOPMATUBHBIMH JJOKYMEHTaMH, y4eOHO-
HCCIIeIoBaTeNbCKasl paboTa IPH caMOM IIMPOKOM UCTIONB30BaHUU MHTepHeTa 1 qpyrux [T-TeXHOIOTHid.
3. TlpoekTHbie GOPMBI pabOTHI, TTIOATOTOBKA COOOIIEHUH K BHICTYIUICHUIO HA CEeMUHApaxX U KOHPEPEHIINAX; MOJr0TOBKA pedepaToB, JOKIaI0B.
[loaroroBka K MPaKTUYECKHM 3aHSATHSAM C WCIOIB30BAHHEM METOAMUYECKUX PEKOMEHIAIMN TpernoaaBatelis, ohopMIIeHHEe MPAKTHYECKUX PadoT,
OTYETOB W MOJTOTOBKA K UX 3all[UTeE.
MJIK.02.02 ITporpammHoe obecnieyeHue KOMNbIOTEPHBIX ceTel 9
- 84
Paznea 2. [IporpaMmMHoOe o0ecriedyeHre KOMIIBIOTEPHBIX ceTeil
Tema 2.1. Peanu3anus Conep:xanue 56
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KJIMEHTCKOMH
HH(pacTPpyKTypbI

Ouenka u onpeejieHre NapaMeTPoB pa3BepThIBaHus KJaueHTCKkuX OC

00630p )XKMU3HEHHOTO MHKJIA KIIMEHTCKAX KOMITBIOTEPOB Ipeanpusatusi. OneHka o00pyI0BaHHUS U TOTOBHOCTH
WH(PACTPYKTYPHI K pazBepThiBaHuio KiireHTckux OC. O630p MeTon0B pa3BepThiBanus kimeHTCKuX OC B
cpezie opraHu3anuu. TeXHOJIOTHU JIMIEH3NOHHON aKTUBALIUY [T KIMEHTCKIX KOMIIBIOTEPOB B
opranuzanmu. [InanupoBanue crpateruu pazsepreiBanus kiarneHTckux OC. COop JaHHBIX 00
nHpacTpyKkType. Peanmzarus peneHns TUIIeH3NOHHON aKTHBAIIHN

InanupoBaHue cTpaTeruy ynpasJjeHus: 00pazaMu
00630p hopmaToB oOpaza Windows. O030p cpeacTs ynpasienus odpasamu (Image Management). OneHka
Ou3Hec-TpeOOBaHMIA JIs OACPKKU CTPATETHH YIPABICHHsI 00pa3aMu.

Peasmmzanusi 6€301aCHOCTH KJIHEHTCKHUX CHCTEM

Peanuzanust neHTpan3oBaHHOTO pemeHus no 6e3onacHoct knuentckux OC. [InanupoBanue u
peanmuzanus BitLocker. [TnanupoBanue u peanuzanus mmdpoanus ¢ nomoinsio EFS. Hactpoiika
6e3omacHocty kKaueHTckux OC ¢ MOMOIIBI0 rpynnoBoi monmutuku. Hactpoiika mmdpoBanus qucka ¢
nomotpio BitLocker. Peamu3amus pemenns nenrpanmnzoBanHoro ynpasienus EFS. Peanuzamnus perenns
JUTsl BOCCTaHOBJICHHUS (haiiyioB, 3aiuiieHHbIX EFS.

3axBat u ynpasJieHue oopazamu kiauentckux OC

00630p Windows ADK. Ynpasnernne cpemoii mpexycraHoBku Windows (Windows PE). Co3nanne
ucxoHoro odpasza ¢ nomouipo Windows SIM u Sysprep. 3axBaT 1 00CITy’)KUBaHUIO 3TATOHHOTO 00pas3a.
Hacrpoiika u ynpaenenue ciayx0oii pasBepteiBanus Windows (Windows Deployment Services).
Hactpoiika Windows PE. YcranoBka 3TalioHHOr0 KOMIIBIOTEPA C MOMOLIbIO (paiina orBeToB. O6paboTKa
3TaJOHHOT'0 KOMIIbIOTEpa ¢ moMoIbko Sysprep. Co3nanue ¢aitia orBeToB ¢ nomouipio Windows SIM.
YcTaHOBKa STAIOHHOTO KOMIIBIOTEPA ¢ TOMOMIBI0 (aiina orBeToB. OOpaboTKa 3TAIOHHOTO KOMITBIOTEPA C
oMot Sysprep. Services [InmanupoBanne cpenapt WindowsDeploymentServices. Y cranoBka u
HacTpoiika cepsepHoil poian WDS. 3axBaT sTanonHoro oopasa ¢ nomouipio WDS. PassepToiBanue obpasa ¢
nomoiso WDS

IlnanupoBanue U peaan3anus MUTPALMU MOJIb30BATENbCKON Cpeabl

00630p cI0COOOB MHUTPAIIMH TTOJIH30BATEILCKOM Cpe/ibl. [ TaHnpoBaHNEe MUTPAITUH TTOJIB30BATEIHCKON
cpennl ¢ nomoribio USMT. Murpanus coctosinus nosib3oparens ¢ nomouisio USMT. [TnanupoBanue
MUTIpAIMK [10JIb30BaTeNIbCKOM cpebl. Co3nanue u HacTpoiika XML-daitnor USMT. Coop naHHBIX 1
BOCCTAHOBJICHHUS IPOQHIIS 110J1b30BaTeNs ¢ momolpio USMT. BeinonHeHHe MUTPAIIiH ¢ CO3aHUEM
JKECTKHUX CCBUIOK

IlnanupoBanue u pa3peproiBanue kjaueHTckux OC ¢ nomoubio Microsoft Deployment Toolkit
IInanuposannecpens: Lite Touch Installation. Peanmmzaruss MDT 2012 aiisa Lite Touch Installation.
Wnterpanus cnyx6 passepreiBanus Windows ¢ MDT. Ilnanuposanue cpenst Lite Touch Installation.
YcranoBka MDT 2012 u HeoOxomuMbix komroHeHTOB. Co3nanue u HacTpoiika MDT 2012 Deployment
Share. Pa3BepTriBanme u 3axBat oopasa sranonnoit OC. Uarerparms WDS ¢ MDT 2012 nis obecrieueHust
BO3MOKHOCTEH 3arpy3ku PXE.
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InanupoBanue u pa3BeproiBanue kianeHTckux OC ¢ nomoupio System Center Configuration
Manager 2012

IInanuposanmnecpensiZeroTouchlnstallation. ITogroroska catita gy passepreiBanust OC. [Toctpoenue
3TaJIOHHOTO 00pa3a Ha OCHOBE MociiefoBarenbHocTH 3a1ad Configuration Manager. Mcnonbs3oBanue
nocnenoBatensHocTH 3a1a4 MDT anst pazBepThiBaHUsI KITMEHTCKUX 00pa3oB. [lnanupoBanue
WH(PACTPYKTYPHI pa3BepThIBAaHUS onepannoHHoi cuctemsl. [loarotoska cpenst Zero Touch Installation.
Hacrpoiika makeToB pa3BepThIBaHMs B 00pa3oB cucteMsl. [logroroska cpeanl ZeroTouchlnstallation

IInanmpoBanme u peanusanus cay:k0 ynajgenHoro gocryna (Remote Desktop Services)

00630p cityx0bI yaneHHoro padbodero croia. [InanupoBanue cpeast Remote Desktop Services. Hactpoiika
pa3BepTHIBAHMS HHPPACTPYKTYPHI BUPTYAITBHBIX pabourx cTosioB. HacTpoiika JocTymna K KIHeHTaM Ha
ocHoBe ceaHcoB (Session-Based Desktop). Pacimpenue cpeast Remote Desktop Services B InTepHer.
[Tnanuposanue cpeasl Remote Desktop Services. Hactpotika cuienapust HHOPacTpyKTyphbl BUPTYaIbHBIX
pabouux cronoB. HacTpoiika crieHapus 1OCTyIa Ha OCHOBE ceaHcoB. [IpoOeKTHpOBaHKE TIOJUTHK MUTI030B
RDS. Hactpoiika nuro3oB RDS

YnpasJ/ieHue BUPTyalu3anueil nojib30BaTebCKOro cOCTosiHuS 1S KianeHTckux OC opranuszanumn
00630p BupTyanu3auuu npouis nonp3oBatens. [InanupoBanue BUpTyanu3anuy npoGuiIs NoJbp30BaTeNsl.
Hacrpoiika nepememmaeMbix mpoduiiel, mepeHanpaBieHus marnok 1 aBToHoMHBIX (offline) daiinos.
Peanuzanust BupTyanu3anuu paboTsl mons3osarens ot Microsoft (Microsoft User Experience
Virtualization). [ImanupoBanue BupTyanu3anuy npoduis noiabp3oBaTens. Peannzanus BUpTyain3anuu
npo¢uIIs MOJIb30BATENS.

10

IInannpoBanue u peanusanus HHPPACTPYKTYPHI 00HOBJICHHI IS OAAEPKKH KiaueHTckux OC
OpraHu3anuu

[TnanupoBanue HHPPACTPYKTYPhl OOHOBJICHUH JIJIs1 OpraHu3aiuy. Peannzamnus noaiepxku 0OHOBICHHI
nporpaMMHoro obecneuenus ¢ nomoiupto Configuration Manager 2012. YnpasiieHre 0OHOBIEHUSMH IJ1S
BUPTYaJbHBIX MalllMH U 00pa3oB. Mcnonp3oBanue Windows Intune juis yripaBieHust 0OHOBIIEHHE
nporpaMMHoro obecrnieuenus. [nanupoBanre HHPpacTpyKTypbl 0OHOBIIEHHs. Peanu3anus oOHOBIEHUH
nporpaMMHoro obecrnieuenus ¢ momompsio Configuration Manager 2012. Peanuzamnust oOHOBIEHUH
IpOrpaMMHOro obecneueHus Assi OMOIMOTEK BUPTYaJIbHBIX MAIHH.

11

3ammTa KOMIbLIOTEPOB NMPEANPHUATHS OT BPETOHOCHBIX MPOrPaMM U NMOTePh TaHHBIX

0630p System Center 2012 Endpoint Protection. Hactpotika Endpoint Protection Client Settings
uMoHHTOpUHTacoctosiHus. McnonszoBanne Windows Intune Endpoint Protection.
SamurakmenTckuxOCcnomonisio System Center 2012 Data Protection Manager. HacTpoiika n
pasBepthiBaHKe noiautuk EndpointProtection. Hactpoiika napamerpoB kivenTa st noanepxku Endpoint
Protection. MOHUTOpPUHT 3aIIMTHI KOHEUHBIX ToyeK. HacTpoiika u mpoBepKa 3aluThl JaHHBIX KJIMEHTa
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12

MOHUTOPHUHT NPOU3BOAUTEIHLHOCTH U PA00OTOCIIOCOOHOCTH HH(PPACTPYKTYPpHhI KiaueHTcKuX OC
[IponsBoauTensHOCTH U paboTOCIIOCOOHOCTh HH(BPACTPYKTYpHI KineHTCKuX OC. MOHUTOPHHT
WH(PPACTPYKTYPhI BUPTYAITbHBIX KIMeHTOB. HacTpoiika Operations Manager i1t MOHUTOpPHHTA
BUPTYQJIBHBIX CPE/I.

B ToM umcie NpakKTHYeCKUX 3aHATHI 38

1 OneHKa U onpeseIeHue 1apaMeTpoB Pa3BePThIBAHUS

2 [InanmpoBanme CTpaTerny yIpaBJIeHUs! 00pa3aMu

3 Hactpoiika 6€30macHOCTH KITUEHTCKHUX CHCTEM

4 Hactpoiika mugpoBanus ¢aitnos ¢ momoripio EFS

5 IMoxroroeka o0pasa u cpezpl npeayctaHoBku YcranoBka Windows ADK

6 Coznanne sTanoHHOro 006pasa ¢ momombio Windows SIM u Sysprep Coznanue aiiia OTBETOB C IIOMOIIBIO

Windows SIM
7 Cosznanue 1 00CITy)KMBaHUE 3TaJOHHOTO 00pa3a
8 Hacrpoiikanynpasnenue Windows Deployment Services [LmanupoBanuecpenst Windows Deployment
Services

9 IInanrpoBaHue U peann3anysi MUTPALMN OIb30BATEIBCKOM CPEIB

10 Murpanusi COCTOSHHUS TI0JIb30BATENS C CO3IaHUEM KECTKUX CChIJIOK

11 ITnanupoBanue u pazpepThiBanue kineHTCkux OC ¢ nomomnsio MDT

12 |TloxroroBka cpejbl JUisl pa3BePThIBAHUS ONIEPAIIMOHHON CUCTEMBI

13 HcnonwszoBanne MDT u Configuration Manager misimoarorosku Zero-Touch Installation

14 | lInanupoBanue u peanusauus nuHGpacTpykTypsl Remote Desktop Services

15 | Pacmmpenue noctyna k Matepuer st uHQpactpykrypsl RDS

16 | Pa3BepThIBaHME ¥ MOJICPIKKA BUPTYATU3AIMH TPOQHIISI TOJTB30BATEIS

17  |llpoexTupoBanue u peanu3anys (HpaiaoBeIX CIIy)0

18 | Peammzanms Client Endpoint Protection Hactpotikarouku Endpoint Protection

19 |Hactpoiika Data Protection /ij1s1 JaHHBIX KJIIMEHTCKOTO KOMIIBIOTEPA

20 | MOHUTOPHUHT NPOU3BOJUTEIILHOCTH U paboTOCIIOCOOHOCTH HHppacTpyKTyphl KimeHTckux OC Hactpoiika
Tema 2.2. Peanuzanus cpeanl | Conep:xaHue 28
HACTOJBHBIX PHJIOKEHUH. 1 Pa3zpaboTka cTpaTernu pasBepTbiBaHUs MPHIIOKEHHIT

Onpenenenue Ou3Hec-TpeOOBaHUH I pa3BepThIBaHMs NpHiIokeHuH. O030p cTpaTerny pa3BepTHIBAHUS
npuokeHuil. Beibop moaxozsmmeii ctpaTerny pa3BepThIBAaHUS MPUWIIOKESHUN 1uis ouca.
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JlnarHocTuka u odecredyeHne COBMEeCTUMOCTH NPUIOKeHU I

JnarHoctrka mpooieM COBMECTUMOCTH TIPIIIOKeHUH. OIeHKa M peaau3ays PEIIeHUH 110
BOCCTaHOBJICHHIO. Pemenue nmpoOieMbl coBMecTMOCTH ¢ ToMotnbio Application Compatibility Toolkit.
YcranoBka u HacTpoiika ACT. AHanu3 moTeHIMaIbHBIX MPOOJIeM COBMECTUMOCTHU. Pemenune npobiem
COBMECTHMOCTH MPHJIOKECHUH. ABTOMAaTH3alUsl pa3BepTHIBAHMSI TPOTPAMMHBIX CPEICTB 00eCTICUeHUS
CcoBMeCTUMOCTH (shims)

Pa3BepThiBaHUEe NPUWIOKEHUH ¢ MOMOIIBIO IPYNNOBBIX MOJuTHK H Windows Intune

Pa3BepTriBaHMEe NPUIOKEHHUH C TTOMOILBIO TPYNIOBBIX MOIUTUK. Pa3BepThIBaHUE IPUIIOKEHUH C TOMOIIBIO
Windows Intune. Pa3BepTriBaHre NPHIOKEHNUH C TOMOIIBIO TPYIIOBBIX MOTUTHK. 3AIyCK CUMYJIISIAN
Windows Intune.

Pa3BepThiBanue npuio:kenuii ¢ nomoubio System Center Configuration Manager

Konuenmmu pazBepTeiBanus npuiioxennii ¢ momomsio Configuration Manager 2012. Pa3BepTriBanue
npuioxkeHuit ¢ momorbio Configuration Manager 2012. Cozganue 3anpocoB Configuration Manager 2012.
Coznanne KoJUTeKIMi noib3oBareneit u yerpoictB Configuration Manager 2012.

Pa3BepThIBanus caM000CTy:KMBAEMBbIX IPUJIOKEHUI

Konuenmmu pa3BepThIBaHUS caMOOOCITy)KUBaeMbIX MpHiIokeHnid. HacTpolika caMoo0cyKHBaeMbIX
npunoxxenuit ¢ Windows Intune. Pa3BepTeiBanmst camoobcmykuBaeMbIX npriioskeHuii ¢ Configuration
Manager 2012. Pa3epTbiBanusi caMo00CTy’>KHBaeMbIX IpUIIOXKeHHH ¢ Service Manager 2012. [TonroroBka
System Center Configuration Manager 2012 mismonnepsxku Service Manager 2012 Self-Service Portal.
Hacrpoiika ServiceManager 2012 Self-ServicePortal. [IpoBepka Bo3MOKHOCTH TIPEOCTaBICHUS
MIPHUIIOKEHUH motb3oBaTessiM ¢ moMotnkio Self-Service Portal.

IIpoexTHpoBaHue N peaJu3anus HHPPACTPYKTYPbl BUPTYAIN3ALMH MpeICTABJIEHU I

OreHka TpeboBaHMl BUPTyaIM3aliK peaAcTaBieHui. [InannpoBane HHPPacTpyKTYpbl BUPTYATU3AIH
npeacTaBieHui. PazBepTeiBaHNe HHPPACTPYKTYPBl BUPTYIIN3ALMH NIPEACTaBICHUN. Pa3BepTriBanme
MHQPACTPYKTYphl BBICOKOH FOTOBHOCTH VISl BUPTYaIM3alliH IPEICTABICHUH

IloaroroBka, HacTpoiiKa U pa3BepThIBaHUe NMPeACTABIEHUA BUPTYATU3alMU NPUI0KEHU I
Omnpenenenre cTpaTeruyl MPeCTaBICHUH BUPTyaTu3alluil IPIIIOKEeHNH. Pa3BepTeiBaHNE yIaI€HHOTO
pabouero ctona, RemoteApp, u RD Web Access. PazBepteiBanue npunoxenuii Ha RD Session Host.
Hacrpoiika u pa3BepTsiBanue npuinoxeHuii RemoteApp. IIpoBepka BO3MOXHOCTH HCIIOJIB30BAaHUS
npusokeHuil ¢ nomompio RD Web Access.

IIpoexTHpoBaHue N pa3BepThHIBAHHME CPeAbl BUPTYATH3alH NPHI0KEHU I

0030p Mojeneil BUpTyanu3aunuy NpuiiokeHnid. Pa3BepToiBaHne KOMIIOHEHTOB HHPPACTPYKTYPHI
BUPTYaJIM3ALMH NTpuioxkeHui. HacTpoiika KIIMEHTCKON NONAEP/KKU BUPTYaIN3alUuy IPUII0KEHHUN.
[Tnanuporanue pa3BepThiBaHusS App-V poJici 1 KOMIIOHEHTOB. Pa3BepThiBaHne HHPPACTPYKTYPhI App-V.
Hactpoiika kiauenra App-V
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IloaroroBka K BUPTyaau3alui U pa3BepThbiBAHNE BUPTYAJbHBIX NPUJIOKEHU I

IToaroroBka MPMIIOKEHUH IS BRITIONHEHUS B cpene App-V. Pa3BepTeiBanne mpritoxkeHuit App-V.
YcranoBka u HacTpoiika App-V Sequencer. [logroroBka npmioxxeHuit Kk BUpTyanu3anun. PassepTeiBanne
App-V npunoxenmuii ¢ momoipio Configuration Manager.

10

IInanmpoBanue u peanusanus 0e30MACHOCTH U 00HOBJICHHS NPUJIOKEHUH

IInanupoBanye 0OHOBICHUS IPIIIOKEHUH. PazBepTeiBanme 0OHOBICHMI ¢ TToMoITs0 WSUS.
PasBeprriBanme oOHOBIIEHHI ¢ Tomotipio Configuration Manager 2012. Peanu3anmst 6e3omacHoCTH
npuinoxxeHuil. OOHOBNIEHNE pa3BepHYTHIX MpuiioxkeHuil. OOHoBNeHHE NpuitokeHnid App-V. PazBepTeiBanue
nonutuk AppLocker ni1st ynpasiieHus 3a1TyCKOM MPUIIOKEHUH.

11

IlnanupoBanue u peaju3anusi 00OHOBJIEHUS] M 3aMeHbI IIPUII0KEH Uil

[TnanupoBaHue U peayin3ans OOHOBJICHUS MPUIOKECHUH U 3aMeleHYsI TpriokeHuil. [Inanupopanue u
peanu3anys CoCyIeCTBOBaHUS MpritokeHuil. OOHOBIICHNE pa3BEPHYTHIX MPHIOKECHUH. 3aMeHa
pa3BepHYTHIX NpuiIokeHuil. HacTpoiika cocyliecTBOBaHMsI pa3IMYHbIX BEPCUI NPUIIOKEHUS

12

MOHUTOPHUHI Pa3BepPTHIBAHMS, HCI0JIH30BAHMS U NPOM3BOAUTEIbHOCTH MPHIIOKEHU

[TnannpoBanue 1 peanuzanys HHPPACTPYKTYpbl MOHUTOPUHTA NMPHIOKEHUH. MeTpHKH, HHBEHTApHU3ALUS 1
AHAJIU3 PECYPCOEMKOCTH NPUIIOKEHUH. MOHUTOPHUHT UCTIOIb30BaHUS PECYPCOB IPUIIOKECHHM.
[TnannpoBaHue HHBEHTAPHU3ALUH NPUIOKeHUH. Opranu3anys HHBEHTapU3aluy IPOrpaMMHOTO
oOecnieyeHusl. MeTpUKH UCTIOJIb30BaHMS IPUIIOKEHUH. MOHUTOPHHT HCIIOJIb30BaHUE PECYPCOB CEPBEPOB
RD Session Host npunoxenusimi. CHUKEHIE TUKOBOM HATPY3KH Ha PECYpChl PHIIOKEHUIMHU

KoncyapTamus 2
IIpome:kyTOUHAS aTTECTALUSA 8
M/K.02.03 Opranusanusi aAMAHHCTPUPOBAHUS KOMILIOTEPHBIX CHCTEM 160
Paspes 3. Opranuszanms aIMUHACTPUPOBAHHUS KOMIIBIOTEPHBIX CHCTEM 150
Tema 3.1. [IpoexTtupoBanne |Coaepixxanue 54
U peajn3auus cepBepHoil 1 I[lnanupoBaHue anrpeiiia ¥ MUTPalluy cepBepa

HH(PPACTPYKTYPbI

PexoMmenpannu no anrpeiiny u Mmurpanuu. Cozanue niaHa anrpeiaa u Murpanuu cepeepa. [Inanuposanne
BHPTYJIU3ALHUH

IlnanupoBanue U BHepeHHe MHPPACTPYKTYPHI 151 pa3BepTHIBAHUSA CEPBEPOB
Breibop moaxonsmell crparernu co3naHus o0pa3oB cepBepa. BHempeHue crpaTternd aBTOMaTHYeCKOTO
pa3BepTHIBAHUS

IlnannpoBanue U pa3BepThIBAHHE CEPBEPOB C MCMOJb30BAHHMEM AMCIIeTYEPA BUPTYAJbHBIX MAIIUH
(VMM)

O0630p aucneryepa BUpTyalnbHBIX MamuH B System Center 2012 R2. Peanuzanus 6ubnuorek u npoduiei
JUCIIeTYepa BUPTyalbHbIX MamiuH. [I1anupoBaHue U pa3BepThiBaHUE CIy)0 VMM,

IpoekTUpoBaHHEe W BHeApeHHe HHPPACTPYKTYPHI JiecoB H aoMeHOB Active Directory Domain
Services
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IIpoextupoBanue neca AD DS. ITlpoekTupoBanue M peayM3anvs JTOBEPUTEIHLHBIX OTHOIICHUH MEXITY
necamu. [IpoextupoBanme wmaTerpammu ADDS c¢ WindowsAzureActiveDirectory. IlpoextupoBanue u
cozmanue momeHoB AD DS. IlpoexktupoBanue nmpoctpancts uMeH DNS B cpene AD DS. [IpoektrupoBanme
JIoBepUTENbHBIX oTHoeHui AD DS.

IIpoexTHpoBaHue u peajnsanusi HHPpacTpyKkTypsl noapasaenenuii (OU) u paspemennii AD DS
[InaHupoBaHue AeNeTUPOBAHUSA AAMHUHUCTPATUBHBIX 3an1ad. [IpoekTupoBaHHe CTPYKTYpbl MOApa3AeIeHU
OU. IlpoextupoBanne u BHeapeHne crpateruu rpynn AD DS

IIpoexTHpoBaHNe ¥ BHeIPeHUEe CTPATErHM IPYNIOBBIX MOJUTHK

Co6op TpebyemMoii nHPOPMALIUH TSl TPOSKTUPOBAHUS TPYIIIOBBIX MOIUTHK. [I[pOeKTHpOBaHNE U BHEIPEHHUE
TPYNIIOBBIX TNOJUTHK. IIpoexkTpoBaHue oOpabOTKH TPYHIOBBIX HONMWUTHK. llnmaHMpoBaHWE ynpaBieHUsS
TPYNIOBBIMH MTOJIUTUKAMHU

IIpoexTupoBanue u peanuszanus ¢pusnyeckoii Tomosoruu AD DS

IIpoextupoBanue u peanusaius caiitoB Active Directory. IlpoextupoBanue permkarmu Active Directory.
IIpoexTnpoBaHuEe pa3MeEIleHHus KOHTPOJUIEPOB JOMEHa. BupTyanus3anus KOHTPOJJIEPOB JOMEHA.
IIpoekTupOBaHKUE BEICOKOM JOCTYITHOCTH KOHTPOJIEPOB JOMEHA

IInanupoBanme U peaausanus XpaHUIUIL JAHHBIX
IInanupoBanne n BHenpenue iSCSI SAN. [InanmpoBanme u BHempeHue Storage Spaces. Onrumuzarus
(haluToBBIX CITyK0 U1l (prITHAIIOB.

InanupoBaHue U peaau3anus 3aUIUTHI ceTel
0030p NpOCKTUPOBaHMs Oe30macHOCTH ceTei. [IpoekTUpoBaHUEe U BHEAPEHHE HCIOJb30BaHUS Windows
Firewall. [IpoextrpoBanue u BHeperne nHGpacTpykTypsl NAP

10

IIpoexTHpoBaHMe M peau3alus 3aLIUTHI CIY:K0 T0CTYNA K CETH
[MnanmpoBanne u BHeApenue DirectAccess. IlnanmpoBanue u BHeapenne VPN. IlnanupoBanue wu
BHenpenue Web Application Proxy. [InanupoBanue c10xHOM HHPPACTPYKTYPHI YAAJICHHOIO HOCTYIa

Tema 3.2. Peanm3anus
NPOABUHYTOM cepBepHOii
HH(PACTPYKTYPHI

Cone

JKaHue

0630p ynpaBaenus Hearpom O0padoTku JJaHHbIX NpeanPUsATUHS
0630p LHOJI npeanpustus. 0630p komnoneHT SystemCenter 2012 R2

IInanmpoBanue U peanu3anus CTPATernu BUPTYAJHU3AlHH CEPBEPOB
[InanmpoBanue pa3BepThIBaHMS AUCTIeTYepa BUPTyanbHbIX MamuH (VMM). [lnanupoBanue u peannzanus
CEPBEPHON BUPTYAJIH3ALIHN.

InanupoBanue U peaau3auus ceTeBoil HHPPACTPYKTYPHI H CHCTEM XPAHEHHSs AAHHBIX IS
BHPTYaIH3aI UK

[InanmpoBanne cuCTeM XpaHEHHS JUIA BUPTyalIn3anuy. Peanuzamus cucTeM XpaHEeHUs A1 BUPTyalTnu3alliy.
[InanupoBanue u peanusanus ceTeBOi HHPPACTPYKTYPHI Asl BUpTyanu3anud. [lnanupoBanue u
peanu3anys BUPTYaIu3aluy CeTH

96
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IlnanupoBanue U pa3BepTbIBAHNE BUPTYAJbLHBIX MAIIIMH

IInanupoBanue napaMeTpoB BUPTYyAJIbHBIX MalliH. IIoAr0TOBKA K pa3BEepTHIBAHUIO BUPTYaJIbHBIX MAIKH C
WCIIONB30BaHUEM JAHCIIeTIepa BUPTyalbHbIX MamuH (VMM). Pa3BepTeiBanne BHUPTyadbHBIX MAIIHH.
IInanupoBanue u peanusanys peruku Hyper-V

InanupoBaHue U peaau3anusi pelieHUs M0 AAMUHNCTPUPOBAHUIO BUpPTYaau3auuu [lnanuposanue u
peaymzanys aBTOMaTH3aIun ¢ ucnoias3oBanreM System Center 2012 R2. [InmaanpoBanue u peannzanus
MicrosoftSystemCenter Administration. IlmanupoBanue n peanmsamus Self-Service ¢ ncnonpzoBanmem
System Center 2012 R2. [InanupoBanue u peanu3aius yCTAaHOBKM OOHOBIICHH B HHYPACTPYKType
CEPBEPHON BUPTYAIU3ALUU

IInanupoBanue u peaau3anus CTpaTeruu MOHUTOPUHTA CEPBEPOB
IInanupoBanue monutopurra B Windows Server 2012 R2. O630p SystemCenterOperationsManager.
IInanupoBaHKe U HACTPOKKA KOMIIOHEHT MOHUTOpUHIa. HacTpolika B3auMoaeictaust ¢ VMM

IlnanupoBanue W peaau3anusi pelIeHU BBICOKOH JOCTYHHOCTH VI (pAIOBBIX Ciay:x0 u
NPUWIOKEH Uit

[InanupoBanue u peanusamnus Storage Spaces. IlmanupoBanume u peanmsanus DFS. IlnanupoBanue u
peanusanusa NLB

IlnanupoBaHue U peaju3anus pelieHUil BHICOKOH JOCTYNIHOCTH HA OCHOBE KJIaCTepPOB

[TnannpoBanue HHQPACTPYKTYphl OTKa30yCTOWYMBBIX KJacTepoB. BHeapeHne 0TKa30yCTOHYHMBOTO
kimactepa. IlmaHupoBaHume W peanu3anys CHCTEMBl YCTAaHOBKM OOHOBIIEHHH Ui OTKa30yCTOMYMBOTO
kjacrepa. MHTerpanus oTka3o0ycTORYMBBIX KJIacTepoB U BUpTyanu3auuu. [nannposanue pacnupenenéHHbIX
OTKa30yCTOWYMBBIX KJIACTEPOB

IlnanupoBanue U peaju3anus cTpaterum decrnepedoiinoii padoTsl (Business Continuity Strategy)
0030p crparerun OecriepeOoitHOi paboThl. [lnaHupoBaHWE | peanu3anus CTPATETHd PE3SPBHOIO
konupoBaHus. [I1aHupoBaHue U peamu3als BOCCTAHOBJICHUS. [ITaHUpOBaHKE U peaNn3als pe3epBHOTO
KOTMMPOBAHUSI U BOCCTAHOBIICHHS] BUPTYAIBHBIX MAIIHH

10

IInanupoBanue u peaausanus HHPPACTPYKTYPbI OTKPHITHIX KIK0Yeil

IInanmpoBanne u pa3BepTHIBAHUE YJOCTOBEPSIONIMX LEHTPOB. IlmanupoBanme u peanm3anus mabIOHOB
ceprudukaros. llmaHupoBanme u peanuzauus BbAAYM W OT3bIBa ceprudukaToB. [lnaHupoBanue u
peayn3anys apxXuBaIi 1 BOCCTAHOBIICHUS KIIIOUEH

11

IlnanmpoBanue u pazBeprhiBanue AD FS

[InanupoBanne u peanuzauusi uHppactpykrypel AD FS. IlnanupoBanme u peanmzamuss AD FS Claim
Providers u Relying Parties. [lnanupoBanue u peanuzauus AD FS Claims u Claim Rules. [InanupoBanue u
peanuzanus Web Application Proxy

12

IInannpoBanue U peaau3anus 10CTyNa K JaHHBIM JUIS 0JIb30BaTes el U yCTPOICTB
ITnanupoBanue u peanuzamus DAC. [lnanupoBanue noakiaroueHus k padodemy mecty (Workplace Join).
[InanupoBanue pabounx nanok (Work Folders)

21




13 |[InanupoBaHue U peaju3anus CIY:K0bl yNIpaBJIeHUs IPAaBaMHI

0630p AD RMS. IlnmanmpoBanme um peanmsanus kimactepa AD RMS. IlmanupoBanme W BHEIPCHHE
mabiaonoB AD RMS u nomuruk AD RMS. [lnaanpoBanne u peanu3zamus BHemmHero goctyna Kk AD RMS.
[Tnannposanue u peanuzanus Bzaumozaeictsusi AD RMS u Dynamic Access Control.

B ToM yncie npakTHYeCKUX 3aHATHH

1. OcymecTBieHre KOHGUTYPUPOBAHUS IPOrPAMMHOTO 00ECIICUEHUS Ha CepBEPax M pabOYNX CTaHIIHSIX.
2. YcTaHOBKa MPaB JIOCTYIa ¥ KOHTPOJIb UCIIOJIb30BaHMSI CETEBBIX PECYPCOB

3. AIMUHHCTPUPOBAaHUE CEPBEPOB

4. PacuéT CTOMMOCTH CETEBOTO 00OPYIOBAHMSI U IPOTPAMMHOTO 00ECTICUCHHSI

5. Peructpauus noJjib30Bateien JOKAIbHOM CETH

6. OcylIecTBICHUE AaHTUBUPYCHOM 3aIIUThI

70

KypcoBoii npoekT

30

KouncyabTanus

[\8)

IIpomeskyTOUYHasI aTTECTALMS

oo

YI11.02.01 YyeOHasi NpaKkTHKa AIMUHUCTPUPOBAHHE CETEBBIX ONEePALIMOHHBIX CHCTEM

36

YI11.02.02 YueOHasi NpaKTHKa ATIMHHUCTPUPOBAHHE KOMIIBIOTEPHBIX CHCTEM

72

IIpousBoacTBeHHAsI MPAKTUKA (110 TPO(PUII0 CHIEHNATBHOCTH)
IIpumepHbIii nepeyeHsb padoT:
YcTraHoBKa Ha cepBepbl U pabouyue CTaHIIMU: ONEPallMOHHbIE CUCTEMBI U HEOOX0IUMOe JIIsl paboThI MpOrpaMMHOE OOecIieueHue.
[Tognepxka B paboTOCIIOCOOHOM COCTOSITHUM ITPOTrPAaMMHOE 00ECTICUEHHE CEPBEPOB U PaOOYMX CTAHIIHIA.
Perucrpanus nonp3oBateneil T0KaaIbHON CETH M MOYTOBOTO cepBepa, Ha3HAYaeT UJICHTU(PUKATOPHI U MTAPOIH.
ObecrnieueHrie CBOEBPEMEHHOIO KOTMPOBAHUS, apXUBUPOBAaHUS U PE3EPBUPOBAHUS JaHHBIX.
[IpunsATHE MEp IO BOCCTAHOBJIECHHUIO pab0OTOCIIOCOOHOCTH JIOKAJIBHOM CETH NMPH cOOAX UM BBIXOJIE U3 CTPOSI CETEBOTO
o0opynoBaHus. BeisiBieHre oMOOK MoIb30BaTeseil U MPOrpaMMHOI0 00eCeYeHUs U IPUHSITHE MEP 0 UX UCIPABICHUIO.
[IpoBeieHnEe MOHUTOPUHTA CETH, pa3padaThIBaTh MPEATI0KEHUS IO PA3BUTUIO HHPPACTPYKTYPHI CETH.
ObecrnieueHne ceTeBoil 0€30MacHOCTH (3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(OpMaIUH, IPOCMOTpPa UITH
M3MEHEHMSI CUCTEMHBIX (DaiiIoB U TaHHBIX ), 0€30MACHOCTh MEKCETEBOTO B3aUMOJICHCTBUSI.

8. OcylecTBiIeHNE AaHTUBUPYCHOM 3aIIUTHI JIOKAIbHON BBIYUCIUTEIBLHON CETH, CEPBEPOB U pabOYUX CTAHIUI.
JIOKyMEHTUpOBaHUE BCEX NPOU3BEACHHBIX JEHCTBHI.

M S

.

144

IK3aMeH (KBAJIHM(PUKALMOHHBIN)

Bcero

726
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4. YCJ0OBUSA PEAVINBALINU TPOPECCUOHAJBHOI'O MOAYJIA

4.1. MarepuajbHO-TEXHUYECKOE 00ecreyeHue

Peanuzanuu padoueit mporpamMmbl mpohecCUuOHANTBHOTO MOJTYJISI JOJKHBI ObITh
MPEAYCMOTPEHBI CIEYIONIUE CIIEIUaIbHbIE TOMEIECHUS:

Jlabopatopusi «Opeanusayuu u HNPUHYUNOE NOCMPOEHUS KOMNbIOMEPHLIX
cucmemy, OCHAIICHHAs OOOPYJAOBaHUEM: CHeYyUaIU3UpOBAHHAS YueOHAs Mebeib:
yueHuueckue cmoavl - 10 wm., komnvromepuvie cmoavt - 19 wm., cmynvs -30 wm.,
npenodagamenvckuti cmon - lwm., KoHOuyuowep - 1 wm., KiaccHas O0o0cKa
(mapkepnas) - 1 wm. Texnuueckue cpedcmea 00yueHus: KomnvlomepHoe mecmo - 19
wm., Cmouxka mejeKoMMyHukayuounas — 2 wm., kommymamop CiscoWS-C2960-
24TT-L - 8 wm., mapwpymuzamop Cisco 2911R — 8 wm., kommymamop WS-
C3750V2-24TS-S — 2 wm., cepsep - 2 wm., UBII-2wum., obopyoosanue o0ns
MOHMAMCA U HANAOKU KOMHBIOMEPHOU cemu — KOMNIeKm, NpOSPAMMHOe
obecneyenue: onepayuounvie cucmemvt Windows, UNIX, naxem oguchbix
NPOCPAMM, TUYEHIUOHHbLE NPOSPAMMbBI AOMUHUCPUPOBAHUS cemell U 0becneyeHus
ee bezonacnocmu, nakem CAIIP, IP meneghonvl -15 wm., npoepammuo-annapammoie
wino3sl Oezonachocmu - 4 wm., npoekmop, nookuodenue K cemu HumepHem.
YuebHno-naenaouvie nocobus: cmenovl — 4 wm., npeenmayuu, 31eKMPOHHbIU KYpC
JeKyuti no  OUCYUNIUHAM, HOPMAMUBHO-CNPABOUHblE Mamepuanlsl U YyyeOHO-
MemooudecKkas 1umepamypa.

[ToauroH TeXHUYECKOTO KOHTPOJISI U IMATHOCTUKHU CETEBOM MH(PPACTPYKTYPHI,
OCHAILIEHHBI 000PYJIOBAaHUEM: CHEYUATUSUPOBAHHAS Y4eOHAasl Mebelb: YUeHUdecKue
cmonvt - 10 wm., Komnviomepuvie cmoavl - 19 wm., cmyrsa -30 wm.,
npenodagamenvbckuti cmoa - lwm., konouyuonep - 1 wm., kraccras oocka - 1 wm.
Texnuueckue cpeocmea oOyueHus: Komnviomepuoe mecmo - 19 wm., cmoiika
menekoMmMyHukayuonuas — 2 wm., kommymamop CiscoWS-C2960-24TT-L - 8§ wm.,
mapwpymuzamop Cisco 2911R — 8 wm., kommymamop WS-C3750V2-24TS-S — 2
wm., cepsep - 2 wm., UBIl -2wum, obopyoosanue 05 MOHMAMCA U HANAOKU
KOMNbIOMEPHOU cemu — KOMNWIeKM, NpocpamMmHoe obecneuyeHue: ONEpayuoOHHble
cucmemvt Windows, UNIX, nakem oghuchvix npoepamm, nuyeH3uoHHble npocpammbl
aomMunHucmpuposanus cemeti u odecneuyenus ee oezonacvocmu, nakem CAIIP, IP
menegonvl -15 wm., npocpammuo-annapamusie wiiio3vl Oe3onachocmu - 4 wm.,
npoekmop, nooknouerue k cemu Uumepnem. YuebHo-naznsaouvie nocoous. cmeHobl
— 4 wm., npezeHmayuu, 21eKMPOHHbIU KYPC JEKYUli N0 OUCYUNTUHAM, HOPMAMUBHO-
CNpasoOYHbIe MAMepuaibl U yuebHo-MemooulecKas 1umepamypa.

Macrepckue MOHTaka M HACTPOMKHA OOBEKTOB CETEBOM HHPPACTPYKTYPHI,
OCHAILIEHHbIE 000PY/IOBAHUEM: CHEYUATUSUPOBAHHAS YUeOHAsl Mebenb: YUeHUudecKue
cmonvl - 6 wm., KomnblomepHvle cmoavl - 14 wm., cmyrea -28 wm.,
npenooasamenvCckuil. cmon - lwm., Kiacchas oocka (mapkepuas) - 1 wm.
Texnuueckue cpedcmea obyyeHus: Komnvlomeprnoe mecmo — 12 wm., npunmep — I
wm., Kommymamop - 5 wm., Mmapwpymuzamop — 1 wm., cmouxa
meneKoMMyHuKayuonnas - lwm, o000pydoeéaHue O MOHmMAMCA U HANAOKU
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KOMNbIOMEPHOU cemu — KOMNJIeKm, NpocpamMmHoe obecneuenue: oOnepayuoHHbvie
cucmemvt  Windows, UNIX, naxem  oguchvix npocpamm,  npocpammol
aomMunucmpuposanus cemeti u odecneuenusi ee oezonacHocmu, naxem CAIIP,
npoekmop, nooxntouenue Kk cemu Mnmepuem. Yueono - naensionvlie nocoous: cmenobvl
memamuyeckue- 3 wm., HOPMAMUBHO-CHPABOUHbIE MAmMepuaisl U  Y4eOHo-
MemooudecKas iumepamypa.

[Tomenienue st caMOCTOSITENIBHOM PabOTBI: CHEYUAIUUPOBAHHAS YYeOHAs
mebensy. yuenuyeckue cmoavl - 0gyxmecmuule -12 wm., cmonvl Komnvlomepusle - 6
wm., cmyavs - 30 wm. Texnuueckue cpeocmsea 0Oyuenus: KOMNbIOmMep ¢ 8bIX000M 8
HUnmepnem - 6 wm. YuebHo-Haens10Hble NOCOOUs: CMeHObl memamuyeckue — 2 wm.,
Xyooocecmeennvie Kapmuuvl - Swim, HOPMAMUBHO-CHPABOYHbIE MAmMepuabl U
YUeOHO-MemooudecKas iumepamypa.

[Tomenienue st caMOCTOSITENIBHOM PalOTBL: CHEYUAIUUPOBAHHAS YYeOHAs
Mebenv: pabouee mecmo npenodasamelisi, 000pyoosanHoe Komnviomepom — I wm.,
YueHuuecKue cmojbl - 08yXmecmHvle — 8 wim., cmojvl KoMnvlomepHole — 12 wm.,
cmynva — 29 wm. Texuuueckue cpeocmea 00OVUEHUS: KOMIbIOMED C BbIXOOOM 8
HUnmepnem - 12 wm., Mynomumeoutinviii nNpoekmop cmayuoHapuulil — I wm., 3Kkpau
npoekyuorHvltl — 1 wm., npunmep — I wm. Yuebno-nacnsionvle nocoous: cmenowl
memamuyeckue — 6 wim.

4.2. UudopmannoHHoe odecrieueHrue 00ydeHust

Jlns  peanmuzanuu  OporpaMMbl  OUOIMOTEYHBIM (oHI oOpazoBaTeIbLHOM
OpraHu3allid  YKOMIUIEKTOBaH  MEYaTHbIMU W (WJIH)  DJIEKTPOHHBIMU
oOpa3zoBaTeIbHBIMU U HWH(OPMALMOHHBIMU PECYypCaMM, PEKOMEHIOBAHHBIMU JIJIs
MCITIOJIb30BaHUs B 00pa30BaTEIbHOM IPOLIECCE.

OcHoBHas yueOHas JIuTeparypa:

1. Tenraiikun, E. A. Opranuzaiys CE€TeBOT0 aJMUHUCTpUpoBaHus. CeTeBbIe
OTIepaIlMOHHBIE CUCTEMBI, CEPBEPHI, CIYKOBI U TIPOTOKOJBI. [IpakTHdeckue paboThl :
yueOHoe mocodbue mis cro / E. A. Tewraiikun. — 2-e usn., crep. — CaHKT-
[TerepOypr : Jlawp, 2021. — 100 c¢. — ISBN 978-5-8114-7910-8. — Texcr
ANEeKTpOHHBIM //  JlaHb : o2nekTpoHHO-OMONMMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/167189

2. Jubpos, M. B. KommproTepHble Ce€TH W TEIEKOMMYHHUKAILIUU.
Mapupyruzanus B [P-cetsix B 2 u. YacTth | : yueOHUK M MPAKTUKYM JUIsI CPEIHETO
npodeccuoHanbHoro odpaszoBanusi / M. B. JIlubpoB. — Mockpa : M3marenbcTBO
FOpaiit, 2022. — 333 ¢. — (ITIpodeccuonansuoe oopazoBanue). — [ISBN 978-5-534-
04638-0. — Texkct : anexTpoHHBIN // OOpazoBarenbHas miaargopma FOpaidT [cait].
— URL: https://urait.ru/bcode/491456

3. JubpoB, M. B. KoMmnproTepHBIE CETH M TEIEKOMMYHUKAIUU.
Mapmpytuzanus B [P-ceTsix B 2 4. YacTh 2 : yueOHUK M MPAKTUKYM JUIsI CPEIHETO
npodeccruoHanbHoro odpaszoBanus / M. B. JImbpoB. — Mockpa : M3marenbcTBO
FOpaiit, 2022. — 351 c. — (IIpodeccuonanbuoe odpazosanue). — ISBN 978-5-534-
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04635-9. — Tekct : anexTponnbii // OOpa3oBaTenbHas miatgopma FOpaitT [caitT].
— URL: https://urait.ru/bcode/491951
4. T'octeB, 1. M. OmnepanoHHbIE CHUCTEMBI : YYCOHHK W TPAKTUKYM IS

cpennero npodeccuonansHoro oopazosanusa / M. M. I'octeB. — 2-e usn., ucmp. u
non. — Mocksa : UznarensctBo FOpaiit, 2022. — 164 ¢. — (Ilpodeccronanshoe
oOpazoBanue). — ISBN 978-5-534-04951-0. — Tekct : »3JIEKTpOHHBINA //

Oo6pazoBatenbHas miardopma FOpaiit [caitt]. — URL: https://urait.ru/bcode/492342

JlononHuTENbHAS YueOHas IuTepaTypa:

1. Kazapun, O. B. OcHoBbI HHPOPMAIIMOHHON 0€30MaCHOCTU: HAJIEKHOCTh U
0e30MacHOCTh MPOTPAaMMHOI0 obecreueHus : ydyeOHoe mocoOue s CpeaHero
npodeccuonansuoro oopazosanus / O. B. Kazapun, U. b. Illyounckuit. — Mockaa :
N3natensctBo FOpaiit, 2022. — 342 c. — (Ilpodeccuonansnoe odpazoBanue). —
ISBN 978-5-534-10671-8. — Tekcr : anexTpoHHbii // OOpa3oBaTenbHas miaTdopma
FOpaiit [caiit]. — URL: https://urait.ru/bcode/495524

2. CuCTeMHBIM aIMUHUCTPATOpP: €XKEMECAYHBIA KypHAIL
HEIOCPEACTBEHHBIMN.

Tekcr:

4.3. O01mue Tpe0OBaHUA K OPraHU3aANNH 00Pa30BaTeJIbHOIO NpoLecca

OcBoenue nporpaMMbl Moayisl Oazupyetcs Ha uzydeHun nucuuriuH: OI1.01
Omnepaunonnble cuctemMbl U cpeabl, OIL.02 ApxurekTypa anmapaTHBIX CpEJICTB,
M/JIK.01.01 KoMmbroTepHBIE CETH.

VYuebHas mpakTuka (npou3soocmeeHHas — npakmuka — (no  npoghunro
cneyuanbHocmy)  TPOBOAMUTCS  KOHIEHTPUPOBAHHO B yUEOHBIX  MAaCTEPCKUX
[lerpo3aBoackoro dunmana, (opeanuzayusx, 0esimenbHOCMb KOMOpblLX
coomeemcmayem npohuio n0O20mMoBKU 00Y4aWUxcs).

Pe3ynbTaThl MPOXOXKIEHUSI TMPOU3BOACTBEHHOW TPAKTUKU (MO0 MNPOdUIIto
CIEUAIBHOCTH) TI0 MPO(PECCHOHATEHOMY MOJYJII0 YUYUTHIBAIOTCS MPU MPOBEICHUU
sK3aMeHa KBATU(PUKAIMOHHOTO.

4.4. KaapoBoe obecnieueHne 00pa3oBaTeLHOIO nmpoiecca

Peanuzammss ~ paboueit POrpaMMBbl poQeCCUOHAIBHOTO MOAYJISA
oOecrieuynBaeTcs MeJarorndiecCKiMu paboTHUKaMHU 00pa30BaTEIbHON OpraHU3aIlNH, a
TaK)Ke JIMIIAMH, TIPUBJICKAEMBIMU K peain3alliid 00pa30BaTENbHONW MPOTpaMMbl Ha
WHBIX YCJIOBHSX, B TOM YHCJIE U3 YHCIIa PYKOBOAUTENEH U pAaOOTHUKOB OpraHU3aIINM,
HaIpaBJICHUE JEATEIbHOCTH KOTOPBIX COOTBETCTBYET 00JacTH MpodheCCHOHATBHOM
NEeATEIbHOCTH (MMEIOIIUX CTaXX padoThl B TaHHOW NpodeccHOoHaIbHOM 00J1acT He
MeHee 3 JIeT).

KBanudukanus nemarorndeckux pabOTHUKOB 00pa30BaTEIbLHON OpraHU3aIuu
OTBEYAeT KBaIU(UKAITMOHHBIM TPEOOBAHMSIM, YKAa3aHHBIM B KBATH(PUKAIMOHHBIX
CIpaBOYHUKAX U (WIH) MPOPECCHOHANIBHBIX CTaHJapTax (npu Haiuyuu).

[lenarorudeckue paOOTHUKH, TMPHUBJICKAEMblE K peaM3aliuu 00pa3oBaTeIbLHOM
MPOTPaMMBbI, TOIYYalOT JOTOJHUTEIbHOE MPOoGEeCcCHOHANTBHOE O00pa3oBaHUE TIO
mporpaMmaM TOBBIIIEHUSI KBaTM(HUKAIMKA, B TOM 4Yuciie B (opMe CTaXHPOBKH, B
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OpraHW3alusIX, HANpPABJICHHUE [EATETLHOCTH KOTOPBIX COOTBETCTBYET 00JIacTh
npodeccCuOoHaNbHON AESTENbHOCTU HE pexke 1 pa3za B 3 rojia ¢ yueToM paciiupeHus
crieKkTpa npodeccuoHaIbHbIX KOMITETEHIIUM.
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5. KOHTPOJIb U OLIEHKA PE3YJILTATOB OCBOEHMS
MPO®ECCHUOHAJIBHOI'O MOAYJISI (BUJA JESATEJILHOCTH)

Ko n naumeHoBaHue

po(ecCHOHATBHBIX U

00X KOMIIETEHIINH,
(bopMHPYEMBIX B paMKax

Kputepun onieHku

MeTopI OIIEHKH

MOJLYJIst
TIK 2.1. OreHKa «OTJIMYHOY - TEXHUYECKOE 3aJaHne | DK3aMeH B opMe
AHMI/IHI/ICTpI/IpOBaTI) MPOAHATU3UPOBAHO, AIITOPUTM pa3pa60TaH’ CO6CCCHOB3HI/I5I: IMPAKTUYICCKOC
JIOKQJIBHBIC 3a1aHuE 110 IIOCTPOCHUIO

BBIUHCIINTEILHBIE CETH U
MPUHUMATH MEPHI 110
YCTPAaHCHHUIO BO3MOKHBIX
cOoeB.

COOTBETCTBYET TCXHUYCCKOMY 3aJaHUIO U
O(bOpMJ'IeH B COOTBCTCTBHU CO CTaHAApTaMH,
MOsCHCHBI €TO0 OCHOBHBIC CTPYKTYPBI.

OueHka «X0poLIOY -aJIrOPUTM pa3padoTaH,
o(opMIIEH B COOTBETCTBUH CO CTaHAAPTAMU
U COOTBETCTBYET 3a/1aHUIO, OSCHEHbI €r0
OCHOBHBIE CTPYKTYpBHI.

Or1ieHKa «yI0BJIETBOPUTEIbHOY - AJITOPUTM
pa3paboTaH ¥ COOTBETCTBYET 3a/IaHHMIO.

aJIropuTMa B COOTBETCTBUH C
TCXHHUYCCKHUM 3aJaHHUEM

3amuTa OT4ETOB 110
NpaKkTHIEeCKUM paboTam

IIK 2.2.
AJIMUHHUCTPUPOBATH
CEeTEBbIE PECYPCHI B
UHPOPMAITUOHHBIX
cucremax.

O1eHKa «OTJIMYHOY - TEXHUUECKOE 3a/1aHue
MPOAHATM3UPOBAHO, AITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHHUECKOMY 3aJaHHUIO0 U
oopMIIeH B COOTBETCTBUH CO CTaHIAPTAMH,
TIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.

O1eHKa «X0POI0Y -aJrOpUTM pa3paboTaH,
o(opMIIEH B COOTBETCTBUH CO CTaHAAPTAMU
Y COOTBETCTBYET 3aJIaHUIO, MTOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.

OHeHKa «KYAOBJIETBOPUTEIBHO» - AJITOPUTM
pa3pa60TaH 1 COOTBCTCTBYCT 3a/1aHUIO.

Ok3ameH B (opme
co0ece10BaHUs: MPAKTUYECKOE
3a/IaHKEe M0 MTOCTPOCHUIO
AJIropuTMa B COOTBETCTBUH C
TEXHHUYCCKHUM 3aJaHHUEM

3amnmra OTYETOB 110
NPaKTHYECKUM paboTam
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TIK 2.3. ObecrieunBath
cOOop JaHHBIX IS aHATH3a
KCIIOJB30BaHUs U
(YHKITHOHUPOBAHUS
MIPOTPAaMMHO-TEXHIIESCKUX
CPEICTB KOMITBIOTEPHBIX
CeTel.

O1ieHKa «OTIAMYIHOY - TEXHUYECKOE 33JJaHUC
MIPOAHAIM3UPOBAHO, alITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHHUCCKOMY 3a/IaHUIO U
o(opMIIeH B COOTBETCTBUH CO CTaHIAPTAMH,
MOSICHEHBI €0 OCHOBHBIC CTPYKTYPBHI.

Or1eHKa «XOPOII0» -aJITOPUTM pa3paboTaH,
0o(OopMIIEH B COOTBETCTBUU CO CTaHIapTaMHU
U COOTBETCTBYET 3aJIaHUIO, MOSICHEHBI €T0
OCHOBHBIC CTPYKTYPBHI.

Or1ieHKa «y0BJIETBOPUTEIbHOY - AlITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJIaHHMIO.

Ok3ameH B (opme
cobeceI0BaHMS: PAKTUUECKOE
3a7laHye MO OCTPOEHHIO
ITOPUTMA B COOTBETCTBHH C
TEXHUYECKUM 33/IaHHEM

3ammura 0T4EeTOB IO
MPaKTHIECKUM paboTam

I1IK 2.4.
B3aumopneiicTBoBaTh CO
CHEIHUAITNCTAMU CMEKHOTO
npoduiIst mpu pazpaboTie
METO/0B, CPEICTB U
TEXHOJIOTUI MIPpUMCHCHUA
00BEKTOB
npohecCHOHATBHOMN
JeSITeTbHOCTH.

O1eHKa «OTJIMYHOY - TEXHUUECKOE 3a1aHHUE
[IPOAHAIM3UPOBAHO, AITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHUUECKOMY 3a1aHUI0 U
o(opMIIEH B COOTBETCTBUH CO CTaHAAPTAMU,
MIOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBHI.

O1ieHKa «X0POIII0Y -aJITrOpUTM pa3paboTaH,
oopMIIeH B COOTBETCTBUH CO CTaHIApTaMU
U COOTBETCTBYET 3a/IaHUIO, OSCHEHbI €r0
OCHOBHBIE CTPYKTYpBHI.

O1eHKa «yI10BJIETBOPUTEIbHOY - alITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJIaHHIO.

Ox3ameH B hopme
cobeceI0BaHMs: TPAKTUIECKOE
3a/1aHKe 10 TTIOCTPOCHUIO
aJITOPUTMa B COOTBETCTBUH C
TEXHUYECKUM 33/IaHHEM

3amuTra 0TYETOB I10
NpakTHIeCKUM paboTam

OK 01. Beibupats cioco0sl

peleHus 3a1au
npodeccuoHaNbHOM
JCSITeIbHOCTH,
NPUMEHHUTEIBHO K
pa3IMYHBIM KOHTEKCTaM.

— 000CHOBaHHOCTh IIOCTAHOBKHU
1eJIM, BBIOOPA U IPUMEHEHUS
METOJIOB U CITIOCOOOB pPEIICHHUS
npodeCCHOHATBHBIX 3a/1a4;

- aJIeKBaTHas OLIEHKA M CaMOOIICHKA
5 (HEeKTUBHOCTH M KauecTBa
BBITTOJTHEHUS TPO(HECCHOHAIBHBIX
3ajau

OIT 02.0cymiecTBiATh
TIOWCK, aHAJTN3 U
UHTEPIPETAINIO

uH(popMaIuu, HEOOXOAUMOI

JJIs1 BBIITIOJIHCHU A 3a1a4
npoheccCHOoHANBHOM
JCSITETbHOCTH.

- UCTIOJIb30BAHKE PA3JIMYHBIX
HCTOYHUKOB, BKJIIOYAasl 3JIEKTPOHHBIE
pecypcbl, Menuapecypcbl, IHTepHeT-
pecypchl, NEPUOINYECKUE U3TAHUS
IO CIIEUATBHOCTH JJISl PELICHUS
npodecCHOHATBHBIX 3aa4

OK 03. ITitannpoBats n

PCAIN30BbIBATH COOCTBEHHOE

npodeccuoHaIbHOE U
JUYHOCTHOE Pa3BHUTHE.

- ACMOHCTpalius OTBECTCTBECHHOCTH 3a
MIPUHSITHIE PEIICHUS

- 000CHOBaHHOCTh CaMOaHAIIN3a U
KOPPEKIHUS Pe3yIbTaTOB
COOCTBEHHOM pabOTHI;

OK 04. PaGorarts B

- B3aMMOJICHCTBHE C O6y‘-IaIOIJ_[I/IMI/ICH,

WuTepnperanus pe3yibTaToB
Habo1eHui 3a
JeSTeTbHOCTBIO
oOydaromierocs B mporecce
OCBOEHHUS 00pa30BaTeNIbHON
[IPOrPaMMBbI

DKCHepTHOE HAOII0IeHUE U
OLIEHKA Ha MIPAKTHYECKUX
3aHSTHSX, IPU BBIMIOJTHCHUN
pabot no yuebHoil u
MPOU3BOJCTBEHHOM
MPaKTUKaM

OK3aMeH
(kBaM(pUKALNOHHBIN)
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KOJUICKTHBE U KOMaHJIe,
3P PEeKTUBHO
B3aHMO/ICICTBOBAThH C
KOJUIEraMU, PYKOBOJICTBOM,
KJIMCHTaMH.

IpenojaBaTess MU U MacTepamMu B
xoze 00y4eHHsl, C pyKOBOAUTEISAMU
y4eOHOM U TPOU3BOACTBEHHOM
MPAKTHK;

- 000CHOBaHHOCTH aHan3a PabOoThI
YJICHOB KOMaH bl (1O TYMHEHHBIX )

OK 05. Ocy1iecTBisiTh
YCTHYIO ¥ MTUCBMEHHYIO
KOMMYHHUKAITUIO Ha
roCyJapCTBEHHOM SI3bIKE C
y4€TOM OCOOCHHOCTEH
COIIMAIBHOTO U KYJIBTYPHOTO
KOHTEKCTA.

-TPaMOTHOCTbh YCTHOW ¥ TUCbMEHHOMU
peun,

- ICHOCTb (POPMYJIUPOBAHUS U
W3JI05KEHUS MBICIIEN

OK 06. IlposBasaTh
TPaKIaHCKO-
MaTPUOTUYECKYIO MO3UIIHUIO,
JIEMOHCTPHPOBATH
OCO3HAHHOE TTOBEJICHHUE Ha
OCHOBE TPaIUIIMOHHBIX
00111eYeTOBEUECKUX
IIEHHOCTEH, MPUMEHSTh
CTaHJAPThHI
AHTUKOPPYILHUOHHOTO
TTOBEJICHUS.

- cOOJII0IcHUE HOPM TTOBECHUS BO
BpeMsl y4eOHBIX 3aHITUN U
IIPOXOKACHUS yUeOHO! 1
MIPOU3BOJICTBEHHON MPAKTHK,

OK 07. CognericTBOBaThH
COXPAHEHHUIO OKpYKaroLen
Cpelbl, pecypcocOepeKeHHIO,
3¢ (peKTUBHO AEHCTBOBATH B
Ype3BBIYAHBIX CUTYAIIHSX.

- 3 PEeKTUBHOCTH BBITOTHEHUS
npasus Th Bo BpeMsl yueOHBIX
3aHATUHN, TIPU TTPOXOKACHUU Y4eOHON
Y TIPOU3BOJICTBEHHOM MPAKTHK;

- 3HAHUE U UCIIOJIb30BAHUE
pecypcocOeperaronumx TeEXHOJIOTHH B
0071aCTH TEeJIeKOMMYHUKAIIUN

OK 08. Mcnonb3oBaTh
cpencTBa GU3NYECKOM
KYJIBTYPHBI IJI1 COXPAHCHUS U
YKPETUICHUS 3JJ0POBBS B
mporiecce

- 3¢ PeKTUBHO HUCIIOTH30BATH
cpencTBa GU3MUECKON KyIbTYPHI IS
COXpaHEHUsI U YKPEIJICHUS 310POBbS
B Tpolriecce npodeccuoHanbHOMI
JIeATeTLHOCTH U TOJIIEP’)KaHNe

npodeccuoHaIbHON HE00X0IMMOT0 YPOBHS (PU3NYECKON
JIEeATEIbHOCTH U ITOATOTOBJICHHOCTH;

MO IepKaHUE

HE00XOIUMOT0 YPOBHS

buznueckoit

ITOATOTOBJICHHOCTH.

OK 09. Ucnonn3oBath - 3()pEKTUBHOCTH UCIIOJIH30BAHMS
MH(pOPMALUOHHEIE MH(POPMALMOHHO-KOMMYHHKAIIMOHHBIX
TeXHOJIOTHH B TEXHOJIOTUH B IPO(PECCHOHAIBHON
npodeccHOHATbHOT JeATEIBHOCTH COITIACHO (POPMUPYEMBIM
NESTEIBHOCTH. YMEHUSIM H T10JIy9aeMOMY

IMMPAKTHYCCKOMY OMBITY,
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OK 10. ITomp30oBaThcs
npohecCHOHATBHOM
JIOKYMEHTalue Ha
roCyJapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

- 3(ppeKTUBHOCTH HCTIOIL30BAHUS B
po(hecCHOHATLHOM e TENILHOCTH
HEO0OXOINMON TEXHUUECKON
JIOKYMEHTAI[UH1, B TOM YHCJIC Ha
AHTJIMHCKOM SI3bIKE.

OK 11. Hcnonb3oBath
3HaHUA 10 (PUHAHCOBOM
rPaMOTHOCTH, TNIAHUPOBATh
MpeIPUHUMATEIbCKYIO
JESITEIILHOCTh B
npodeccuoHaibHO cdepe.

- 3¢ (pexTHBHO TITAHUPOBATH
PEINPUHIMATEIbCKYIO
JESITEIIBHOCTD B IPOQECCHOHATBHON
chepe pu mpoBeIeHUH PadbOT 1O
KOHCTPYHUPOBAHUIO CETEBOM

UH(GPaACTPYKTYPBI
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